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Comply with environmental regulations  

and detect PRD malfunctions

MARCIO DONNANGELO and MARCOS PELUSO, Emerson Automation Solutions

Global fugitive emissions regu-

lations are increasingly stringent, 

including carbon emissions and rig-

orous monitoring of pressure relief 

devices (PRDs). A cost-effective and 

reliable PRD monitoring system can 

meet regulations and provide a strong 

ROI while improving efficiency and 

safety, and cutting operating costs.

PRDs include pressure relief 

valves, pressure safety valves or 

rupture disks. They activate when 

pressure approaches the maximum 

allowable working pressure of the 

vessel or process component. Ide-

ally, hazardous materials being re-

lieved by a PRD should be routed to 

an enclosed recovery system to be 

treated and properly disposed of, or 

neutralized through combustion in a 

flare system. However, some PRDs 

release process fluid directly into the 

environment, potentially creating ex-

plosive and toxic emergencies.

In addition to potential environ-

mental and safety concerns, process 

upsets causing overpressures can 

negatively affect production, uptime 

and profitability. A PRD is some-

times the only noticeable indica-

tor of process upsets, so the sooner 

a PRD event can be detected, the 

sooner operators can respond to the 

root cause problem.

Often, when the process pressure 

returns to normal, the PRD does not 

completely close. Even a small leak-

age (0.1% from the PRV flow area) 

can cause significant financial losses 

(TABLE 1), as well as emissions vio-

lations that result in expensive fines 

and even required shutdowns.

Regulations. Regulatory requirements 

for refineries, petrochemical plants 

and other industries are similar world-

wide, with the main difference being 

the tolerated amounts for each type of 

pollutant released. The rules can be 

generalized by three simple require-

ments: provide an indication and lo-

cation for a PRD event through elec-

tronic monitoring; measure, record 

and report the time and duration of the 

PRD event; and notify the operator so 

corrective action can be taken.

Monitoring PRDs. Historically, PRDs 

have been difficult to monitor because 

they are simple mechanical devices 

with no connection to automation 

or monitoring systems. Monitoring 

methods have included manual in-

spection for telltale signs, or the indi-

cation of a leak or release by a larger-

than-normal flare.

Process instrumentation is also 

used to observe pressure peaks and 

valleys, temperature downstream and 

flow in the discharge header. Plants 

may monitor PRDs by observing pro-

cess pressure, but when the pressure 

is close to the operating limit, the 

peaks and valleys make it difficult to 

determine when the PRD is actually 

opened or closed (FIG. 1).

Such measurements are susceptible 

to false positives and inaccuracies, 

and do not provide insight into the 

health and status of individual PRDs. 

Measuring flow in the discharge head-

er does not show which PRDs were 

activated. Observing changes in the 

flare flame is also inaccurate and does 

not show which unit and which PRD 

caused the release.

In theory, PRD activation should 

occur only in exceptional circum-

stances. However, in practice, activa-

tion occurs more often due to small 

leaks when the PRD does not reseat 

fully. This may be an indication of 

other problems, such as PRD issues, 

plant operating practices or equip-

ment specifications.

A reliable, effective and econom-

ic way to monitor PRDs is Wire-

lessHART acoustic transmitters. Pro-

cess fluid flowing through valves and 

orifices generates acoustic waves in a 

wide and complex range of frequen-

cies and magnitudes. Acoustic trans-

mitters detect ultrasound acoustic 

waves in the pipe wall, as well as its 

temperature. These small, wireless, 

lightweight and non-intrusive de-

vices can be easily clamped onto an 

exhaust pipe (FIG. 2).

Using acoustic transmitters, PRD 

operating conditions can be deter-

mined:
• A noise level increase indicates 

that the PRD has been activated.

• The noise level returns to 

the previous level, indicating 

that the PRD is no longer 

discharging.

• A noise level returning to a 

level above the previous level 

indicates leakage due to the 

valve not closing completely. 

This may be caused by the 

deposition of particles or scale 

between the disc and its seat, or 

due to mechanical misalignment.

• A continuous noise level change 

indicates that the valve may be 

simmering or chattering.

• Temperature changes may be 

used as an additional indication 

to validate a release.

Acoustic WirelessHART transmit-

ters should be installed downstream 

of a PRD, and as close as possible to 

the valve. PRDs are usually installed 

with shutoff and bypass valves for 

maintenance and special operating 

conditions. Bypass valves may be 

inadvertently left open or not closed 

completely, causing unexpected flow 

to the recovery system. A wireless 

acoustic transmitter monitors not 

only discharges or leakages of the re-

lief valve, but also flow through the 

bypass valve.

Rupture disc monitoring. Some types 

of rupture discs are equipped with a 

burst detector that generates a dis-

crete signal indicating disc rupture. 

Rupture discs use a relatively thin 

membrane that may have pinholes 

created by pitting corrosion, and 

process fluids can leak through the 

pinholes. The burst detectors are not 

activated unless the disc ruptures, so 

leakage can go undetected.

Rupture discs also can be moni-

tored with a wireless acoustic trans-

mitter, which can detect when the disc 

ruptures and the duration of the dis-

charge (as it does for relief valves), as 

well as often detect even small leaks 

caused by pinholes.

The rupture disk does not need to 

be replaced immediately after burst-

ing, as the WirelessHART acoustic 

transmitter still monitors pressure 

releases. This allows maintenance 

personnel to replace or maintain the 

equipment at the most convenient 

time without having to slow or shut 

down the process.

PRD monitoring is necessary for 

regulatory compliance. It also miti-

gates the risk of expensive fines (and 

potential process unit or plant shut-

downs) and provides awareness when 

a PRD is leaking, prompting imme-

diate action. WirelessHART acoustic 

transmitters are an effective, reliable 

and economic way to be compliant 

and mitigate losses to the flare. •

FIG. 1. Using process instrumentation to observe pressure variations and predict  

PRD operation can produce inconclusive results.

FIG. 2. A WirelessHART acoustic 

transmitter clamped to a pipe.

TABLE 1. Petrochemical 0.1% leakage loss costs examples

Gas type Cost/metric ton Process pressure, psig Leakage losses, $/yr

Ethylene $1,044 250 at 212°F 740,000 

Ammonia $500 250 at –28°F 335,000 

Steam
$22 250 at 400°F

7,800 

AFPM ANNOUNCES NEW APPOINTMENTS

Robert McArver has joined AFPM as Vice President of petrochemicals, and  

Don Thoren has been promoted to Vice President of state and local outreach.

Both Dr. McArver and Mr. Thoren bring a wealth of in-depth industry experience to  

their new roles. Dr. McArver most recently served as VP of policy and government 

relations for the Association of Home Appliance Manufacturers, and also worked for 

Celanese Corp. as VP of global public affairs. Mr. Thoren joined AFPM in 2016 as the 

Director of state and local outreach, and previously held leadership roles at the  

American Chemistry Council and the Altria Group, where he focused on outreach,  

political mobilization and state government affairs.

AFPM congratulates Dr. Robert McArver (left) and Don Thoren (right) on their new appointments.
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Welcome to the 2017 AFPM Annual Meeting! We are excit-ed to be back in San Antonio, a great city that always makes us feel welcome. A lot has changed since we were last here in 2015, undoubtedly the most notable being a new president, a new cabinet and a new Congress.We are optimistic that our new government will usher in a new era for the fuels and petro-chemical industries—one that promotes our growth and recognizes the many benefits our industries and products provide not only to the US, but to the world.President Trump signaled that change was upon us within hours of being inaugurated when he posted his America First Energy Plan. The plan boldly calls on the US to leverage its resources to become an energy super-power. It demonstrates that the current administration un-derstands the benefits that oil and natural gas bring to our nation by way of lower energy costs, more jobs, increased wages, enhanced national security and an improved in-frastructure. The plan also indicates that a strong energy sector and responsible environmental stewardship are not mutually exclusive.
Just a few days later, President Trump delivered on cam-paign pledges to clear the way for critical infrastructure proj-ects and to reduce regulatory burdens on US manufacturing. First, the president issued an executive order to expand en-

ergy infrastructure by allowing the Keystone XL and Dakota Access oil pipelines to advance. He then presented another order that will dramatically pare back federal regulations by requiring agencies to cut two existing regulations for every new rule introduced. We are optimistic that this is only the beginning, and that more reform is on the way.This administration is right to address policies that pro-mote the growth of our industries. The refining and pet-rochemical industries are essential to the world, and will remain so for years to come. Data from the Energy Infor-mation Agency (EIA) shows that through the middle of the 21st century, petroleum products will continue to supply more than one third of US energy demand, and more than 40% of global energy demand.US refining capacity has expanded to more than 18 MMbpd, an increase of more than 10% since 2000. US de-mand for gasoline has grown since 2015, and is expected to top 144 Bgal in 2017. Diesel demand is anticipated to remain strong, as well.As a result of our country’s newfound resource abun-dance and the energy industry’s ingenuity, we have become a net exporter of refined petroleum products and a major supplier of diesel fuel, gasoline, jet fuel and propane—as well as intermediates and feedstocks—to world markets. As our energy consumption diversifies, the US supply of petroleum products to the global market will increase to meet world demand. US petrochemical exports are also expected to grow, increasing by 60% to 2020.

The functionality of connected IoT devices is rapidly increasing and, ac-cordingly, the value of the stored in-formation—and the information ac-cessible through these devices—is also on the rise. Most devices in use today are connected to at least one type of IoT network or service.When addressing the security of an embedded connected device, the “sur-face area” vulnerable to attacks must be considered. The area of attack var-ies from device to device; generally, the more sophisticated the device, the greater the area of attack. It is also important to understand that most threats target data not for the sake of data, but for the ability to manipulate that data. Finally, it is critical to de-sign and develop a device that is both robust and secure by layering various secure capabilities.

An example of manipulating data might be an attack on an algorithm that affects the operation of the very system it depends on for operation. When it comes to protecting data, de-velopers must be aware of the three critical stages: data at rest, data in use and data in transit.
Data at rest defines any data, in-cluding executable code. Consider-ations include: Where is the bootable data stored? Are anti-tampering meth-ods used to inform the device if it is being tampered with, and is a mecha-nism in place to prevent it from boot-ing into a vulnerable state? Have ex-ecutables been encrypted, or could anyone who gains access remove EE-PROM, dump the memory or attempt to reverse-engineer the application?Data in use refers to a device that is operating normally, with data that is 

being generated and processed. Have obfuscation methodologies been used for sensitive data? Is the device ex-ecuting in a validated state? Has a chain of trust been established?Data in transit describes data en-tering or leaving a device. A good design should address: How is data being protected if it is hijacked? Are encryptions or tunneling protocols in place? Have firewalls been deployed, and what are the strategies for denial-of-service attacks?

Creating layers of security. When it comes to protecting layers within an IoT device, you might hear “defense in depth” or “layered security.” Re-gardless of the terminology, it equates to creating layers of security that can defend against attacks or, at the very least, delay the attack from penetrat-

ing subsequent layers. The layered se-curity model often includes rules gov-erning access and usage of a device; a (literally) physical barrier such as a fence, guard or locked door; securing the connectivity to the outside world; protecting the system from malicious applications; and ensuring the integ-rity of used or stored data.

  See IOT DEVICES, page 11

  See WELCOME, page 3
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Comply with environmental regulations  

and detect PRD malfunctions

MARCIO DONNANGELO and MARCOS PELUSO, Emerson Automation Solutions

Global fugitive emissions regu-

lations are increasingly stringent, 

including carbon emissions and rig-

orous monitoring of pressure relief 

devices (PRDs). A cost-effective and 

reliable PRD monitoring system can 

meet regulations and provide a strong 

ROI while improving efficiency and 

safety, and cutting operating costs.

PRDs include pressure relief 

valves, pressure safety valves or 

rupture disks. They activate when 

pressure approaches the maximum 

allowable working pressure of the 

vessel or process component. Ide-

ally, hazardous materials being re-

lieved by a PRD should be routed to 

an enclosed recovery system to be 

treated and properly disposed of, or 

neutralized through combustion in a 

flare system. However, some PRDs 

release process fluid directly into the 

environment, potentially creating ex-

plosive and toxic emergencies.

In addition to potential environ-

mental and safety concerns, process 

upsets causing overpressures can 

negatively affect production, uptime 

and profitability. A PRD is some-

times the only noticeable indica-

tor of process upsets, so the sooner 

a PRD event can be detected, the 

sooner operators can respond to the 

root cause problem.

Often, when the process pressure 

returns to normal, the PRD does not 

completely close. Even a small leak-

age (0.1% from the PRV flow area) 

can cause significant financial losses 

(TABLE 1), as well as emissions vio-

lations that result in expensive fines 

and even required shutdowns.

Regulations. Regulatory requirements 

for refineries, petrochemical plants 

and other industries are similar world-

wide, with the main difference being 

the tolerated amounts for each type of 

pollutant released. The rules can be 

generalized by three simple require-

ments: provide an indication and lo-

cation for a PRD event through elec-

tronic monitoring; measure, record 

and report the time and duration of the 

PRD event; and notify the operator so 

corrective action can be taken.

Monitoring PRDs. Historically, PRDs 

have been difficult to monitor because 

they are simple mechanical devices 

with no connection to automation 

or monitoring systems. Monitoring 

methods have included manual in-

spection for telltale signs, or the indi-

cation of a leak or release by a larger-

than-normal flare.

Process instrumentation is also 

used to observe pressure peaks and 

valleys, temperature downstream and 

flow in the discharge header. Plants 

may monitor PRDs by observing pro-

cess pressure, but when the pressure 

is close to the operating limit, the 

peaks and valleys make it difficult to 

determine when the PRD is actually 

opened or closed (FIG. 1).

Such measurements are susceptible 

to false positives and inaccuracies, 

and do not provide insight into the 

health and status of individual PRDs. 

Measuring flow in the discharge head-

er does not show which PRDs were 

activated. Observing changes in the 

flare flame is also inaccurate and does 

not show which unit and which PRD 

caused the release.

In theory, PRD activation should 

occur only in exceptional circum-

stances. However, in practice, activa-

tion occurs more often due to small 

leaks when the PRD does not reseat 

fully. This may be an indication of 

other problems, such as PRD issues, 

plant operating practices or equip-

ment specifications.

A reliable, effective and econom-

ic way to monitor PRDs is Wire-

lessHART acoustic transmitters. Pro-

cess fluid flowing through valves and 

orifices generates acoustic waves in a 

wide and complex range of frequen-

cies and magnitudes. Acoustic trans-

mitters detect ultrasound acoustic 

waves in the pipe wall, as well as its 

temperature. These small, wireless, 

lightweight and non-intrusive de-

vices can be easily clamped onto an 

exhaust pipe (FIG. 2).

Using acoustic transmitters, PRD 

operating conditions can be deter-

mined:
• A noise level increase indicates 

that the PRD has been activated.

• The noise level returns to 

the previous level, indicating 

that the PRD is no longer 

discharging.

• A noise level returning to a 

level above the previous level 

indicates leakage due to the 

valve not closing completely. 

This may be caused by the 

deposition of particles or scale 

between the disc and its seat, or 

due to mechanical misalignment.

• A continuous noise level change 

indicates that the valve may be 

simmering or chattering.

• Temperature changes may be 

used as an additional indication 

to validate a release.

Acoustic WirelessHART transmit-

ters should be installed downstream 

of a PRD, and as close as possible to 

the valve. PRDs are usually installed 

with shutoff and bypass valves for 

maintenance and special operating 

conditions. Bypass valves may be 

inadvertently left open or not closed 

completely, causing unexpected flow 

to the recovery system. A wireless 

acoustic transmitter monitors not 

only discharges or leakages of the re-

lief valve, but also flow through the 

bypass valve.

Rupture disc monitoring. Some types 

of rupture discs are equipped with a 

burst detector that generates a dis-

crete signal indicating disc rupture. 

Rupture discs use a relatively thin 

membrane that may have pinholes 

created by pitting corrosion, and 

process fluids can leak through the 

pinholes. The burst detectors are not 

activated unless the disc ruptures, so 

leakage can go undetected.

Rupture discs also can be moni-

tored with a wireless acoustic trans-

mitter, which can detect when the disc 

ruptures and the duration of the dis-

charge (as it does for relief valves), as 

well as often detect even small leaks 

caused by pinholes.

The rupture disk does not need to 

be replaced immediately after burst-

ing, as the WirelessHART acoustic 

transmitter still monitors pressure 

releases. This allows maintenance 

personnel to replace or maintain the 

equipment at the most convenient 

time without having to slow or shut 

down the process.

PRD monitoring is necessary for 

regulatory compliance. It also miti-

gates the risk of expensive fines (and 

potential process unit or plant shut-

downs) and provides awareness when 

a PRD is leaking, prompting imme-

diate action. WirelessHART acoustic 

transmitters are an effective, reliable 

and economic way to be compliant 

and mitigate losses to the flare. •

FIG. 1. Using process instrumentation to observe pressure variations and predict  

PRD operation can produce inconclusive results.

FIG. 2. A WirelessHART acoustic 

transmitter clamped to a pipe.

TABLE 1. Petrochemical 0.1% leakage loss costs examples

Gas type Cost/metric ton Process pressure, psig Leakage losses, $/yr

Ethylene $1,044 250 at 212°F 740,000 

Ammonia $500 250 at –28°F 335,000 

Steam
$22 250 at 400°F

7,800 

AFPM ANNOUNCES NEW APPOINTMENTS

Robert McArver has joined AFPM as Vice President of petrochemicals, and  

Don Thoren has been promoted to Vice President of state and local outreach.

Both Dr. McArver and Mr. Thoren bring a wealth of in-depth industry experience to  

their new roles. Dr. McArver most recently served as VP of policy and government 

relations for the Association of Home Appliance Manufacturers, and also worked for 

Celanese Corp. as VP of global public affairs. Mr. Thoren joined AFPM in 2016 as the 

Director of state and local outreach, and previously held leadership roles at the  

American Chemistry Council and the Altria Group, where he focused on outreach,  

political mobilization and state government affairs.
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The functionality of connected IoT devices is rapidly increasing and, ac-cordingly, the value of the stored in-formation—and the information ac-cessible through these devices—is also on the rise. Most devices in use today are connected to at least one type of IoT network or service.When addressing the security of an embedded connected device, the “sur-face area” vulnerable to attacks must be considered. The area of attack var-ies from device to device; generally, the more sophisticated the device, the greater the area of attack. It is also important to understand that most threats target data not for the sake of data, but for the ability to manipulate that data. Finally, it is critical to de-sign and develop a device that is both robust and secure by layering various secure capabilities.

An example of manipulating data might be an attack on an algorithm that affects the operation of the very system it depends on for operation. When it comes to protecting data, de-velopers must be aware of the three critical stages: data at rest, data in use and data in transit.
Data at rest defines any data, in-cluding executable code. Consider-ations include: Where is the bootable data stored? Are anti-tampering meth-ods used to inform the device if it is being tampered with, and is a mecha-nism in place to prevent it from boot-ing into a vulnerable state? Have ex-ecutables been encrypted, or could anyone who gains access remove EE-PROM, dump the memory or attempt to reverse-engineer the application?Data in use refers to a device that is operating normally, with data that is 

being generated and processed. Have obfuscation methodologies been used for sensitive data? Is the device ex-ecuting in a validated state? Has a chain of trust been established?Data in transit describes data en-tering or leaving a device. A good design should address: How is data being protected if it is hijacked? Are encryptions or tunneling protocols in place? Have firewalls been deployed, and what are the strategies for denial-of-service attacks?

Creating layers of security. When it comes to protecting layers within an IoT device, you might hear “defense in depth” or “layered security.” Re-gardless of the terminology, it equates to creating layers of security that can defend against attacks or, at the very least, delay the attack from penetrat-

ing subsequent layers. The layered se-curity model often includes rules gov-erning access and usage of a device; a (literally) physical barrier such as a fence, guard or locked door; securing the connectivity to the outside world; protecting the system from malicious applications; and ensuring the integ-rity of used or stored data.
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  See WELCOME, page 3
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