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Eight predictions about industrial 

cybersecurity in 2018

LEO SIMONOVICH, Siemens Energy

2017 saw the biggest ransomware 

attack ever when “WannaCry” hit 

more than 200,000 victims in 150 

countries. The UK’s National Health 

Service (NHS) was severely affected, 

including 40 hospital trusts. Opera-

tions and appointments were cancelled 

and ambulances diverted. Hackers de-

manded payment to restore access to 

vital medical records. Other big names 

infected by this cyberattack include 

the Spanish telecom giant Telefonica 

and FedEx. The power sector did not 

escape damage, with WannaCry at-

tacking computers at the West Bengal 

State Electricity Distribution Co. Ltd. 

(WBSEDCL) in India, where officials 

detected the malicious software (mal-

ware) at four of its offices.

Was 2017 the year that the world 

finally took notice of increasingly fre-

quent and sophisticated industrial cy-

ber threats? Will global companies—

from the energy, manufacturing and 

other industrial sectors—now take 

all necessary measures to prevent the 

next attack? Let’s hope so. However, 

before we become too optimistic, we 

must see clear signs of leadership and 

commitment by global companies to 

protect their critical infrastructure and 

their businesses. The signs are there, 

but I hope that 2018 is the year we 

will see more.
1. Organizations will overcome 

the fear of connectivity 

to get visibility and take 

advantage of digitalization. 

The present strategy by many 

energy companies to keep 

their networks unconnected 

in the misguided belief that 

this makes them more cyber 

secure will fall victim to more 

successful attacks, from both 

inside and outside. Companies 

will gradually see the value in 

taking a more sensible approach 

to connectivity and defense 

measures. The lesson that greater 

connectivity equals insight may 

come at a high price. Once this 

lesson is learned, we will all 

become safer.

2. Attacks against the energy 

sector will become more 

frequent and severe. We know 

three things: the probability of 

some sort of breach in today’s 

environment is 100%; the 

energy sector is undoubtedly 

the primary target for hackers; 

and operational technology 

has become a growing target, 

now comprising 30% of all 

cyberattacks. Recent reports 

indicate that new types of 

malware attacking critical 

infrastructure around the 

world will become regular 

occurrences. As these cyber 

weapons become more 

sophisticated, they will become 

more successful.

3. Industrial cyber risk will 

reach the Board, resulting in 

strong directives to tackle the 

issue. Global companies are 

already aware that they have 

been unprepared to combat 

the growing and increasingly 

sophisticated cyber threat. 

WannaCry highlighted this 

cyber readiness gap in even 

more stark terms. The call  

for stricter cyber regulations 

will get louder with each 

successful attack. Energy 

executives will respond by 

becoming more proactive in 

developing their own security 

measures, rather than waiting 

for changes to be imposed  

on them from the outside.

4. New, cross-disciplinary 

industrial cyber leader roles 

will be created in many large 

and medium-size enterprises. 

Certain energy companies 

will demonstrate leadership 

by dedicating their focus 

at the highest levels—and 

with commensurate financial 

resources—to integrate cyber 

vigilance throughout the 

enterprise. They will become 

role models for the industry 

by developing an industrial 

cybersecurity strategy,  

standing up a cyber-governance 

model, re-examining their 

security fundamentals and 

building smart infrastructure 

defenses that include extensive 

cyber training.

5. More dedicated and 

comprehensive industrial 

cyber solutions will be 

brought to the energy sector. 

Energy companies that take a 

holistic approach will be more 

prepared for the next attack 

in what is an escalating threat 

landscape. Those that adopt 

solutions leveraging the best 

available technologies from 

a variety of providers, from 

bridging the visibility gap to 

understanding the entirety of 

their cyber exposure, will be the 

most successful in staying safe.

6. Process security analytics, 

powered by machine 

learning and AI, will give 

energy customers the edge 

to detect and respond to 

attacks. A growing recognition 

of the OT cyber threat will 

lead to greater demand for 

machine-learning technology. 

Artificial intelligence (AI) will 

rise in stature, not only for 

identifying in-progress threats 

to environments beyond the 

corporate network, but also for 

neutralizing them.

7. Energy customers will make 

cyber training and basic 

cyber hygiene mandatory 

for field personnel, following 

the path of safety. The origins 

of many cyber threats will 

become more understood. With 

studies showing that 70% of 

industrial cyberattacks have 

been instigated from inside, 

inadvertent and/or malicious 

cyber incidents originated  

by employees will highlight  

the need for internal cyber 

training and awareness 

initiatives (FIG. 1).

8. Energy customers will 

demand cyber services and 

integrated solutions, delivered 

with technology and clear risk 

reduction outcomes. Energy 

companies will attribute the 

greatest value to solutions that 

address their most pressing 

cyber challenges and reach 

across the full value chain. 

The solutions deemed most 

effective will be those that are 

comprehensive and integrated, 

and offer “defense-in-depth” 

protection encompassing 

plant, network and system 

security. Companies will look 

for partners that can bridge 

digitalization and automation, 

allow secure data processing 

and automation anywhere 

on the web, and meet the 

environmental, availability 

and security requirements of 

tankers, pipelines, subsea and 

offshore production platforms, 

and onshore production rigs. •

As Vice President and 

Global Head of Industrial 

Cyber and Digital 

Security for Siemens, 

Leo Simonovich is 

responsible for setting the strategic 

direction for Siemens’ industrial 

cybersecurity business worldwide. He 

identifies emerging market trends, 

works with customers and Siemens 

businesses to provide best-in-class 

cyber offers, and contributes to the 

company’s thought leadership on the 

topic. He is particularly focused on 

solving the cybersecurity challenge in 

the oil and gas and power sectors by 

bringing unique solutions to customers 

looking to address a growing and costly 

operational security risk. He frequently 

speaks on such topics as cyber 

governance, risk management and 

organizational transformation in 

operational environments.

Previously, Mr. Simonovich led the 

cyber risk analytics practice area at 

the management consulting firm, Booz 

Allen Hamilton. He refined his expertise 

through his work with large government 

and commercial customers to improve 

their cyber risk posture. While at Booz 

Allen, he created an industry-recognized 

methodology to evaluate the financial 

benefits of investment in cybersecurity. 

Mr. Simonovich holds both an MS 

degree in global finance and an MBA 

from the University of Denver.

FIG. 1. Since approximately 70% of industrial cyberattacks originate within an 

organization, the need for internal cyber training and awareness initiatives is growing.
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Welcome to New Orleans and the 116th Annual Meeting of the American Fuel & Petro-chemical Manufacturers. It is an exciting time to be in our industries, and in this city as it celebrates its tricentennial.At last year’s event, we were optimistic about the new ad-ministration and Congress. We were hopeful for an end to the war on fossil fuels, for steps to address regulatory overreach that stifled America’s ener-gy revolution, and for long-overdue tax reform. We have not been disappointed.In just one year, the President’s “America First Energy Plan” has shown real progress through several channels, including executive actions that reduced barriers to en-ergy production and expedited approval of much-needed infrastructure, including the Keystone XL and Dakota Access pipelines. We have also seen historic tax reform, which will be good for US manufacturers and the country at large. I am confident that these changes will further cement the US refining and petrochemical industries as global leaders.
While we do not take this progress for granted, con-straints on a free market must be addressed. It has been 13 years since the initial implementation of the Renewable 

Fuel Standard, and it is more than time for the biofuels in-dustry to stand on its own, unaided by a federal mandate. Similarly, Congress and the administration must reform the CAFE (Corporate Average Fuel Economy) program, as well as end tax subsidies for electric vehicles. Today’s vehicles are more efficient than ever, and innovation, not government intrusion, should be the driving force behind fuel policies and consumer choice. The right policies will enable the US refining and petrochemical industries’ con-tinued growth and their ability to provide the world with products that elevate our standards of living.The importance of our industries and the products we supply were on display during last year’s unprecedented hurricanes. Although threatened by the worst storms in decades, our resilient and dedicated employees worked to ensure that impacted operations got back up and running as soon as safely possible, causing minimal disruptions to consumers. At the same time, they contributed materials, money and countless labor hours to their communities. We will highlight their impressive work during panel dis-cussions on Monday afternoon.It seems fitting that we are in New Orleans at a time when the city honors its history and the resilience of its people—something our industries share. I look forward to meeting with many of you during the Annual Meeting, and encourage you to explore the Big Easy.Laissez les bon temps rouler—that’s Cajun for, “Let the good times roll.” •

Globally, the US refining system is one of the most competitive group of assets, when competitiveness is mea-sured in monetary terms. However, each refinery is unique, so a wide range of performance exists across the 

US, with sites in PADD 2 (Midwest) and PADD 5 (West Coast) dominating the first quartile. This strong perfor-mance has been delivered on a sus-tainable basis over recent years, as US refiners have typically enjoyed both 

advantaged crude and product pricing relative to their international peers.The global economic outlook re-mains positive, but the combined impact of improving vehicle fuel ef-ficiencies and a growing penetration 

of electric vehicles (EVs) decouples oil demand growth from the economy. Initially, demand declines in the US and Europe have been countered by growth in the developing world, but our outlook for gasoline is ultimately one of global decline. Our conserva-tive view of battery technology im-provement results in electrification being focused on the passenger car segment. Therefore, a rise in distillate demand for road trucking is seen as economies grow, requiring more man-ufacturing and movement of goods. This difference in growth trajectories skews the refining system toward be-ing distillate-led, rather than gasoline-led, which has been the regime since the crude oil price collapse (FIG. 1). The switch away from gasoline un-dermines the competitive strength of the US refining system.

  See OUTLOOK, page 3

The US refining and petrochemical industries as global leadersCHET THOMPSON, President and CEO, American Fuel & Petrochemical Manufacturers
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FIG. 1. Global gasoline demand is projected to fall, while distillate growth is predicted to continue. Petrochemical feedstocks are 

increasingly important to demand growth. Source: IEA Energy Statistics, Local Statistics, Forecast: Wood Mackenzie.
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Eight predictions about industrial 

cybersecurity in 2018

LEO SIMONOVICH, Siemens Energy

2017 saw the biggest ransomware 

attack ever when “WannaCry” hit 

more than 200,000 victims in 150 

countries. The UK’s National Health 

Service (NHS) was severely affected, 

including 40 hospital trusts. Opera-

tions and appointments were cancelled 

and ambulances diverted. Hackers de-

manded payment to restore access to 

vital medical records. Other big names 

infected by this cyberattack include 

the Spanish telecom giant Telefonica 

and FedEx. The power sector did not 

escape damage, with WannaCry at-

tacking computers at the West Bengal 

State Electricity Distribution Co. Ltd. 

(WBSEDCL) in India, where officials 

detected the malicious software (mal-

ware) at four of its offices.

Was 2017 the year that the world 

finally took notice of increasingly fre-

quent and sophisticated industrial cy-

ber threats? Will global companies—

from the energy, manufacturing and 

other industrial sectors—now take 

all necessary measures to prevent the 

next attack? Let’s hope so. However, 

before we become too optimistic, we 

must see clear signs of leadership and 

commitment by global companies to 

protect their critical infrastructure and 

their businesses. The signs are there, 

but I hope that 2018 is the year we 

will see more.
1. Organizations will overcome 

the fear of connectivity 

to get visibility and take 

advantage of digitalization. 

The present strategy by many 

energy companies to keep 

their networks unconnected 

in the misguided belief that 

this makes them more cyber 

secure will fall victim to more 

successful attacks, from both 

inside and outside. Companies 

will gradually see the value in 

taking a more sensible approach 

to connectivity and defense 

measures. The lesson that greater 

connectivity equals insight may 

come at a high price. Once this 

lesson is learned, we will all 

become safer.

2. Attacks against the energy 

sector will become more 

frequent and severe. We know 

three things: the probability of 

some sort of breach in today’s 

environment is 100%; the 

energy sector is undoubtedly 

the primary target for hackers; 

and operational technology 

has become a growing target, 

now comprising 30% of all 

cyberattacks. Recent reports 

indicate that new types of 

malware attacking critical 

infrastructure around the 

world will become regular 

occurrences. As these cyber 

weapons become more 

sophisticated, they will become 

more successful.

3. Industrial cyber risk will 

reach the Board, resulting in 

strong directives to tackle the 

issue. Global companies are 

already aware that they have 

been unprepared to combat 

the growing and increasingly 

sophisticated cyber threat. 

WannaCry highlighted this 

cyber readiness gap in even 

more stark terms. The call  

for stricter cyber regulations 

will get louder with each 

successful attack. Energy 

executives will respond by 

becoming more proactive in 

developing their own security 

measures, rather than waiting 

for changes to be imposed  

on them from the outside.

4. New, cross-disciplinary 

industrial cyber leader roles 

will be created in many large 

and medium-size enterprises. 

Certain energy companies 

will demonstrate leadership 

by dedicating their focus 

at the highest levels—and 

with commensurate financial 

resources—to integrate cyber 

vigilance throughout the 

enterprise. They will become 

role models for the industry 

by developing an industrial 

cybersecurity strategy,  

standing up a cyber-governance 

model, re-examining their 

security fundamentals and 

building smart infrastructure 

defenses that include extensive 

cyber training.

5. More dedicated and 

comprehensive industrial 

cyber solutions will be 

brought to the energy sector. 

Energy companies that take a 

holistic approach will be more 

prepared for the next attack 

in what is an escalating threat 

landscape. Those that adopt 

solutions leveraging the best 

available technologies from 

a variety of providers, from 

bridging the visibility gap to 

understanding the entirety of 

their cyber exposure, will be the 

most successful in staying safe.

6. Process security analytics, 

powered by machine 

learning and AI, will give 

energy customers the edge 

to detect and respond to 

attacks. A growing recognition 

of the OT cyber threat will 

lead to greater demand for 

machine-learning technology. 

Artificial intelligence (AI) will 

rise in stature, not only for 

identifying in-progress threats 

to environments beyond the 

corporate network, but also for 

neutralizing them.

7. Energy customers will make 

cyber training and basic 

cyber hygiene mandatory 

for field personnel, following 

the path of safety. The origins 

of many cyber threats will 

become more understood. With 

studies showing that 70% of 

industrial cyberattacks have 

been instigated from inside, 

inadvertent and/or malicious 

cyber incidents originated  

by employees will highlight  

the need for internal cyber 

training and awareness 

initiatives (FIG. 1).

8. Energy customers will 

demand cyber services and 

integrated solutions, delivered 

with technology and clear risk 

reduction outcomes. Energy 

companies will attribute the 

greatest value to solutions that 

address their most pressing 

cyber challenges and reach 

across the full value chain. 

The solutions deemed most 

effective will be those that are 

comprehensive and integrated, 

and offer “defense-in-depth” 

protection encompassing 

plant, network and system 

security. Companies will look 

for partners that can bridge 

digitalization and automation, 

allow secure data processing 

and automation anywhere 

on the web, and meet the 

environmental, availability 

and security requirements of 

tankers, pipelines, subsea and 

offshore production platforms, 

and onshore production rigs. •

As Vice President and 

Global Head of Industrial 

Cyber and Digital 

Security for Siemens, 

Leo Simonovich is 

responsible for setting the strategic 

direction for Siemens’ industrial 

cybersecurity business worldwide. He 

identifies emerging market trends, 

works with customers and Siemens 

businesses to provide best-in-class 

cyber offers, and contributes to the 

company’s thought leadership on the 

topic. He is particularly focused on 

solving the cybersecurity challenge in 

the oil and gas and power sectors by 

bringing unique solutions to customers 

looking to address a growing and costly 

operational security risk. He frequently 

speaks on such topics as cyber 

governance, risk management and 

organizational transformation in 

operational environments.

Previously, Mr. Simonovich led the 

cyber risk analytics practice area at 

the management consulting firm, Booz 

Allen Hamilton. He refined his expertise 

through his work with large government 

and commercial customers to improve 

their cyber risk posture. While at Booz 

Allen, he created an industry-recognized 

methodology to evaluate the financial 

benefits of investment in cybersecurity. 

Mr. Simonovich holds both an MS 

degree in global finance and an MBA 

from the University of Denver.

FIG. 1. Since approximately 70% of industrial cyberattacks originate within an 

organization, the need for internal cyber training and awareness initiatives is growing.
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Welcome to New Orleans and the 116th Annual Meeting of the American Fuel & Petro-chemical Manufacturers. It is an exciting time to be in our industries, and in this city as it celebrates its tricentennial.At last year’s event, we were optimistic about the new ad-ministration and Congress. We were hopeful for an end to the war on fossil fuels, for steps to address regulatory overreach that stifled America’s ener-gy revolution, and for long-overdue tax reform. We have not been disappointed.In just one year, the President’s “America First Energy Plan” has shown real progress through several channels, including executive actions that reduced barriers to en-ergy production and expedited approval of much-needed infrastructure, including the Keystone XL and Dakota Access pipelines. We have also seen historic tax reform, which will be good for US manufacturers and the country at large. I am confident that these changes will further cement the US refining and petrochemical industries as global leaders.
While we do not take this progress for granted, con-straints on a free market must be addressed. It has been 13 years since the initial implementation of the Renewable 

Fuel Standard, and it is more than time for the biofuels in-dustry to stand on its own, unaided by a federal mandate. Similarly, Congress and the administration must reform the CAFE (Corporate Average Fuel Economy) program, as well as end tax subsidies for electric vehicles. Today’s vehicles are more efficient than ever, and innovation, not government intrusion, should be the driving force behind fuel policies and consumer choice. The right policies will enable the US refining and petrochemical industries’ con-tinued growth and their ability to provide the world with products that elevate our standards of living.The importance of our industries and the products we supply were on display during last year’s unprecedented hurricanes. Although threatened by the worst storms in decades, our resilient and dedicated employees worked to ensure that impacted operations got back up and running as soon as safely possible, causing minimal disruptions to consumers. At the same time, they contributed materials, money and countless labor hours to their communities. We will highlight their impressive work during panel dis-cussions on Monday afternoon.It seems fitting that we are in New Orleans at a time when the city honors its history and the resilience of its people—something our industries share. I look forward to meeting with many of you during the Annual Meeting, and encourage you to explore the Big Easy.Laissez les bon temps rouler—that’s Cajun for, “Let the good times roll.” •

Globally, the US refining system is one of the most competitive group of assets, when competitiveness is mea-sured in monetary terms. However, each refinery is unique, so a wide range of performance exists across the 

US, with sites in PADD 2 (Midwest) and PADD 5 (West Coast) dominating the first quartile. This strong perfor-mance has been delivered on a sus-tainable basis over recent years, as US refiners have typically enjoyed both 

advantaged crude and product pricing relative to their international peers.The global economic outlook re-mains positive, but the combined impact of improving vehicle fuel ef-ficiencies and a growing penetration 

of electric vehicles (EVs) decouples oil demand growth from the economy. Initially, demand declines in the US and Europe have been countered by growth in the developing world, but our outlook for gasoline is ultimately one of global decline. Our conserva-tive view of battery technology im-provement results in electrification being focused on the passenger car segment. Therefore, a rise in distillate demand for road trucking is seen as economies grow, requiring more man-ufacturing and movement of goods. This difference in growth trajectories skews the refining system toward be-ing distillate-led, rather than gasoline-led, which has been the regime since the crude oil price collapse (FIG. 1). The switch away from gasoline un-dermines the competitive strength of the US refining system.

  See OUTLOOK, page 3

The US refining and petrochemical industries as global leadersCHET THOMPSON, President and CEO, American Fuel & Petrochemical Manufacturers
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FIG. 1. Global gasoline demand is projected to fall, while distillate growth is predicted to continue. Petrochemical feedstocks are 

increasingly important to demand growth. Source: IEA Energy Statistics, Local Statistics, Forecast: Wood Mackenzie.
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