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TUESDAY OCTOBER 02, 2018

7 a.m.–5 p.m.  Registration

7–8 a.m. EMpower Breakfast

8–10 a.m.  Concurrent Sessions:

 
• Cybersecurity

 
• Operational Planning, Control & Automation Technologies

 
• Principles & Practices—Hydroprocessing

 
• Q&A and Discussion Session—Crude/Vacuum Distillation and Coking

10–10:15 a.m. Coffee Break

10:15 a.m.–12 p.m. Concurrent Sessions cont.

12–2 p.m. Lunch in Exhibit Hall

2–3:30 p.m. Concurrent Sessions:

 
• Cybersecurity

 
• Operational Planning, Control & Automation Technologies

 
• Principles & Practices—Crude/Vacuum Distillation and Coking

 
• Q&A Session—FCC

3:30–3:45 p.m. Refreshment Break

3:45–5:15 p.m. Concurrent Sessions cont.

5:15–6:45 p.m.  Women in Refining Networking Event 

 
Reception open to registered women only.

WEDNESDAY OCTOBER 03, 2018

7:30–10 a.m. Registration

8–9:30 a.m. Concurrent Sessions:

 
• Cybersecurity Exercise—See “CyberStrike” below

 
• Principles & Practices—FCC

 
• Principles & Practices—Fostering Profitability

8–11 a.m. Cyber Strike—A Cybersecurity Exercise—SOLD OUT

 
Coordinated by the Department of Energy

9:30–9:45 a.m. Coffee Break

9:45–11 a.m. Concurrent Sessions cont.

SCHEDULE OF SESSIONS  

AND SPECIAL EVENTS

Dale Peterson, Founder and CEO 

of Digital Bond Inc., gave a keynote 

talk at Monday morning’s Cybersecu-

rity Panel about the consequences and 

likelihood of cybersecurity events.

He described a generic scenario in 

which a company’s board of direc-

tors and senior executives are relaxed 

about cyber risk for a control system 

because no cybersecurity incidents 

have happened in a long time. Then, 

an outside risk is identified, and a risk 

assessment uncovers missing patches, 

employee account sharing and the use 

of clear text protocols.

To address such problems, Peter-

son said, “In most cases, the best we 

can do is a yes, and—meaning yes, we 

will fix that problem, and here is what 

we can do to address risk.” Cyberse-

curity professionals must control the 

conversation with management about 

cybersecurity risk for industrial con-

trol systems, or else risk more severe 

security breaches and consequences.

Regarding cybersecurity, Peterson 

explained that senior executives often 

ask the same questions: Are we se-

cure? Could an incident happen to us? 

“How to answer that first question—

you can’t say yes, but the answer isn’t 

really no, either,” Peterson explained. 

More informed questions from senior 

management include: If I spend the 

money you are asking for, can you 

guarantee that we will be secure? If we 

spend that money, how much have we 

reduced risk? How much risk remains?

Risk is equal to the consequences 

of an incident multiplied by the like-

lihood of an event happening, Peter-

son said. Cybersecurity is focused 

almost entirely on the likelihood part 

of the equation, but more time must 

be spent focusing on the other half 

of the equation. Should more secu-

rity be utilized, or should the conse-

quences be reduced?
The most common protection fail-

ure, Peterson explained, is allowing 

highly privileged remote access to 

personnel, such as process engineers 

and support vendors. Attackers use 

spearphishing to gain access to us-

ers within the enterprise with remote 

access to the control system, thereby 

allowing them to wage an attack 

when desired.

for front-line personnel; training that 

is not tied to tasks; and long, verbose 

process safety management (PSM) 

training sessions. Training must be 

made more applicable and targeted, 

so that employees truly understand 

what they are doing and how it af-

fects the safety of their units, Wurst 

said. She also stressed that comput-

er-based training may not be an ef-

fective training method for process 

safety. PSM measures must be tied 

to equipment events, and safety mea-

sures should be segregated by team 

and/or unit so that safety progress or 

setbacks can be properly identified 

and addressed. 

Safety as a “want to.” The industry 

must see process safety as a “compet-

itive advantage—something that we 

want to do,” Wurst said. Industry has 

built its own safety metrics based on 

API 754, which was issued in 2010. 

This led to the formation of various 

safety improvements, such as burner 

management systems, safety inter-

locks and mechanical integrity mini-

mum standards for critical equipment. 

In 2012, the industry rolled out a 

greater effort to advance process safe-

ty. This effort included event and met-

rics sharing among plant operators, 

thorough site assessments, the estab-

lishment of regional networks for pro-

cess safety communications, and mo-

tivations for hazard identification and 

practices sharing among operators. 

Wurst cited evidence in facilities 

of process safety improvements, in-

cluding improvements in heater con-

trols due to virtual reality training 

that provides a more realistic sensory 

experience of process safety inci-

dents. Other improvements are corro-

sion under insulation (CUI) program 

success in identifying, mitigating and 

preventing corrosion; better relief 

device analysis and response; safe 

limits audits and revisions that help 

operators know the difference be-

tween safe limits and operating lim-

its; line-walking initiatives led by the 

front line; improvements in safety 

instrumented systems; and advances 

in facility siting. 
“Improvements are usually not 

cheap,” Wurst acknowledged. She 

explained that it can be difficult to 

spend money on something that may 

not seem necessary or that does not 

provide returns, but the compelling 

benefit is the prevention of process 

safety incidents that can lead to loss 

of life and profit losses. 

Extensions of process safety appli-

cations have included the voluntary 

implementation of safety concepts 

in non-PSM-covered areas, such as 

tank farms. Another large area of 

improvement is mechanical integrity 

for process safety site assessments. 

Safety as a “need to.” “Process safety 

is a vital part of taking the industry 

forward,” Wurst said. “The bar keeps 

going up as far as what we are expect-

ed to be doing and what we need to do 

for our communities.” The industry is 

tasked with balancing the expecta-

tions of individual company manage-

ment with community expectations. 

Forthcoming in process safety im-

provement initiatives are the greater 

integration of process safety with 

operations and maintenance, such as 

integrity operating windows and dy-

namic mechanical analyses—meth-

ods Wurst called “ways we are up-

ping the game.” 
Additional areas for process safety 

improvements are the application of 

human performance concepts and 

new training technology that focus-

es on process safety. Finally, acting 

on external learning versus wait-

ing for safety incidents to happen is 

paramount. “We have to actually do 

something about safety to make it 

have value,” Wurst noted. •
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of Digital Bond Inc.
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DAY ONE | #AFPMSUMMITSunday/Monday | Sept. 30/Oct. 1, 2018

Welcome to the 71st An-nual AFPM Operations & Process Technology Sum-mit, and thank you for join-ing us in Atlanta, Georgia. The Summit, previously the Q&A Technology Forum, has a long history. What began as a meeting for industry leaders to get together, ask questions and share information has be-come a dynamic, interactive and energetic forum designed to share best practices, tech-nical expertise, professional development and networking opportunities. The Summit is the place to be.Our theme this year, “Lead with Safety, Focus on Reli-ability, Succeed in Operations,” reflects the core principles we infuse into our operations, at our facilities and among our employees every day. In Washington D.C. and in state capitals throughout the country, we advocate for policies that enable and support these core principles. We do the work that we do every day to ensure that you can operate as safely, securely, reliably and efficiently as possible. The right policies enable the US refining and petrochemical in-

dustries’ continued growth, as well as the ability to provide the products that elevate the standards of living globally.At AFPM, we respect the growing demands on your time and have worked to provide an informative yet exciting program over the next few days. The must-attend technical presentations cover a wide range of topics, including crude/vacuum distillation and coking, gasoline processes, fluid catalytic cracking units (FCCUs), hydroprocessing, automa-tion and controls, and operations planning. The FCC panel alone boasts more than 100 years of industry expertise.Cybersecurity will have a continued presence at the Summit, with presentations focused on contemporary issues such as industrial control systems, ransomware, risk man-agement, the Industrial Internet of Things (IIoT) and supply chain security. Back by popular demand, the New Manager Morning Mixer, the Emerging Leaders Networking Event and the Women in Industry Reception will help you expand your industry contacts and support professional growth.For those of you who have committed to this event for years, welcome back and thank you. We appreciate your continued support and input. You have made this event what it is today. For our first-time attendees, I am posi-tive this is the beginning of a lifetime of experiences with AFPM. Welcome, and enjoy your time at the Summit. •

Leading with safety, focusing on reliability, succeeding in operationsCHET THOMPSON, President and CEO, American Fuel & Petrochemical Manufacturers
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Chris Grove, CISSP, NSA-IAM and Director of Industrial Security at Indegy, is making a presentation titled, The Internet of Vulnerable Things: How to secure ICS environ-ments on Tuesday, Oct. 2 at 2 p.m. in M304. AFPM and Hydrocarbon Pro-

cessing had the opportunity to ask Mr. Grove about his thoughts on se-curity concerns in the energy sector.
AFPM/HP: What is the current  state of industrial security  
in the energy sector?

GROVE: According to Homeland Security Secretary Kirstjen Nielsen, “We are in crisis mode. A Category 5 hurricane has been forecast.’’ Ms. Nielsen made the statement at a July conference in New York, where she announced plans for a new National Risk Management Center that would help government and the private sec-tor better coordinate efforts to protect critical infrastructure.
In a recent survey conducted by SANS on Industrial Internet of Things (IIoT) security, 60% of re-spondents who are in security roles with energy, utility, oil and gas, and manufacturing organizations said they are not patching their IIoT de-vices and systems. Less than 5% who work in operational technology (OT)—not information technology (IT)—roles said that they were con-fident in their company’s ability to secure these new infrastructures.Clearly, we have security gaps in OT networks, and they must be addressed before a major incident occurs.

AFPM/HP: What are the biggest threats in the energy sector?GROVE: It boils down to a lack of visibility, security and control.Energy, like most industrial sec-tors, is playing catchup when it comes to security. This is primarily because industrial control systems (ICSs) were built before cyberthreats existed, and they were designed to be standalone islands without connection to the out-side world. The problem is only get-ting worse with the adoption of the IIoT, which is spreading the notion of 

connecting everything to everything in plant environments. This new level of interconnectedness is exposing OT infrastructures to risks and vulnerabil-ities that were never envisioned when they were first pressed into service.OT network managers lack even the most rudimentary capabilities that IT managers take for granted: moni-toring network activity for vulnerabil-ities, unexpected activity and chang-es, and indicators of compromise.

The Internet of Vulnerable Things

  See GROVE, page 3CHRIS GROVE, CISSP, NSA-IAM, is Director of Industrial Security at Indegy and has more than 25 yr of experience in cyber security. Previously, he managed large-scale data and application security projects at Imperva for government and defense agencies, law enforcement and the intelligence community. He has presented at Black Hat, RSA, InfoSec and Gartner conferences on cloud security, hacking, cyber defense strategies and more.

FIG. 1. The number of hacker groups targeting the energy sector is soaring,  and some intruders have gained hands-on access to power grid systems and  now have “red button” capabilities that can shut down operations.
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7 a.m.–5 p.m.  Registration

7–8 a.m. EMpower Breakfast

8–10 a.m.  Concurrent Sessions:

 
• Cybersecurity

 
• Operational Planning, Control & Automation Technologies

 
• Principles & Practices—Hydroprocessing

 
• Q&A and Discussion Session—Crude/Vacuum Distillation and Coking

10–10:15 a.m. Coffee Break

10:15 a.m.–12 p.m. Concurrent Sessions cont.

12–2 p.m. Lunch in Exhibit Hall

2–3:30 p.m. Concurrent Sessions:

 
• Cybersecurity

 
• Operational Planning, Control & Automation Technologies

 
• Principles & Practices—Crude/Vacuum Distillation and Coking

 
• Q&A Session—FCC

3:30–3:45 p.m. Refreshment Break

3:45–5:15 p.m. Concurrent Sessions cont.

5:15–6:45 p.m.  Women in Refining Networking Event 

 
Reception open to registered women only.

WEDNESDAY OCTOBER 03, 2018

7:30–10 a.m. Registration

8–9:30 a.m. Concurrent Sessions:

 
• Cybersecurity Exercise—See “CyberStrike” below

 
• Principles & Practices—FCC

 
• Principles & Practices—Fostering Profitability

8–11 a.m. Cyber Strike—A Cybersecurity Exercise—SOLD OUT

 
Coordinated by the Department of Energy

9:30–9:45 a.m. Coffee Break

9:45–11 a.m. Concurrent Sessions cont.

SCHEDULE OF SESSIONS  

AND SPECIAL EVENTS

Dale Peterson, Founder and CEO 

of Digital Bond Inc., gave a keynote 

talk at Monday morning’s Cybersecu-

rity Panel about the consequences and 

likelihood of cybersecurity events.

He described a generic scenario in 

which a company’s board of direc-

tors and senior executives are relaxed 

about cyber risk for a control system 

because no cybersecurity incidents 

have happened in a long time. Then, 

an outside risk is identified, and a risk 

assessment uncovers missing patches, 

employee account sharing and the use 

of clear text protocols.

To address such problems, Peter-

son said, “In most cases, the best we 

can do is a yes, and—meaning yes, we 

will fix that problem, and here is what 

we can do to address risk.” Cyberse-

curity professionals must control the 

conversation with management about 

cybersecurity risk for industrial con-

trol systems, or else risk more severe 

security breaches and consequences.

Regarding cybersecurity, Peterson 

explained that senior executives often 

ask the same questions: Are we se-

cure? Could an incident happen to us? 

“How to answer that first question—

you can’t say yes, but the answer isn’t 

really no, either,” Peterson explained. 

More informed questions from senior 

management include: If I spend the 

money you are asking for, can you 

guarantee that we will be secure? If we 

spend that money, how much have we 

reduced risk? How much risk remains?

Risk is equal to the consequences 

of an incident multiplied by the like-

lihood of an event happening, Peter-

son said. Cybersecurity is focused 

almost entirely on the likelihood part 

of the equation, but more time must 

be spent focusing on the other half 

of the equation. Should more secu-

rity be utilized, or should the conse-

quences be reduced?
The most common protection fail-

ure, Peterson explained, is allowing 

highly privileged remote access to 

personnel, such as process engineers 

and support vendors. Attackers use 

spearphishing to gain access to us-

ers within the enterprise with remote 

access to the control system, thereby 

allowing them to wage an attack 

when desired.

for front-line personnel; training that 

is not tied to tasks; and long, verbose 

process safety management (PSM) 

training sessions. Training must be 

made more applicable and targeted, 

so that employees truly understand 

what they are doing and how it af-

fects the safety of their units, Wurst 

said. She also stressed that comput-

er-based training may not be an ef-

fective training method for process 

safety. PSM measures must be tied 

to equipment events, and safety mea-

sures should be segregated by team 

and/or unit so that safety progress or 

setbacks can be properly identified 

and addressed. 

Safety as a “want to.” The industry 

must see process safety as a “compet-

itive advantage—something that we 

want to do,” Wurst said. Industry has 

built its own safety metrics based on 

API 754, which was issued in 2010. 

This led to the formation of various 

safety improvements, such as burner 

management systems, safety inter-

locks and mechanical integrity mini-

mum standards for critical equipment. 

In 2012, the industry rolled out a 

greater effort to advance process safe-

ty. This effort included event and met-

rics sharing among plant operators, 

thorough site assessments, the estab-

lishment of regional networks for pro-

cess safety communications, and mo-

tivations for hazard identification and 

practices sharing among operators. 

Wurst cited evidence in facilities 

of process safety improvements, in-

cluding improvements in heater con-

trols due to virtual reality training 

that provides a more realistic sensory 

experience of process safety inci-

dents. Other improvements are corro-

sion under insulation (CUI) program 

success in identifying, mitigating and 

preventing corrosion; better relief 

device analysis and response; safe 

limits audits and revisions that help 

operators know the difference be-

tween safe limits and operating lim-

its; line-walking initiatives led by the 

front line; improvements in safety 

instrumented systems; and advances 

in facility siting. 
“Improvements are usually not 

cheap,” Wurst acknowledged. She 

explained that it can be difficult to 

spend money on something that may 

not seem necessary or that does not 

provide returns, but the compelling 

benefit is the prevention of process 

safety incidents that can lead to loss 

of life and profit losses. 

Extensions of process safety appli-

cations have included the voluntary 

implementation of safety concepts 

in non-PSM-covered areas, such as 

tank farms. Another large area of 

improvement is mechanical integrity 

for process safety site assessments. 

Safety as a “need to.” “Process safety 

is a vital part of taking the industry 

forward,” Wurst said. “The bar keeps 

going up as far as what we are expect-

ed to be doing and what we need to do 

for our communities.” The industry is 

tasked with balancing the expecta-

tions of individual company manage-

ment with community expectations. 

Forthcoming in process safety im-

provement initiatives are the greater 

integration of process safety with 

operations and maintenance, such as 

integrity operating windows and dy-

namic mechanical analyses—meth-

ods Wurst called “ways we are up-

ping the game.” 
Additional areas for process safety 

improvements are the application of 

human performance concepts and 

new training technology that focus-

es on process safety. Finally, acting 

on external learning versus wait-

ing for safety incidents to happen is 

paramount. “We have to actually do 

something about safety to make it 

have value,” Wurst noted. •
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Welcome to the 71st An-nual AFPM Operations & Process Technology Sum-mit, and thank you for join-ing us in Atlanta, Georgia. The Summit, previously the Q&A Technology Forum, has a long history. What began as a meeting for industry leaders to get together, ask questions and share information has be-come a dynamic, interactive and energetic forum designed to share best practices, tech-nical expertise, professional development and networking opportunities. The Summit is the place to be.Our theme this year, “Lead with Safety, Focus on Reli-ability, Succeed in Operations,” reflects the core principles we infuse into our operations, at our facilities and among our employees every day. In Washington D.C. and in state capitals throughout the country, we advocate for policies that enable and support these core principles. We do the work that we do every day to ensure that you can operate as safely, securely, reliably and efficiently as possible. The right policies enable the US refining and petrochemical in-
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Chris Grove, CISSP, NSA-IAM and Director of Industrial Security at Indegy, is making a presentation titled, The Internet of Vulnerable Things: How to secure ICS environ-ments on Tuesday, Oct. 2 at 2 p.m. in M304. AFPM and Hydrocarbon Pro-

cessing had the opportunity to ask Mr. Grove about his thoughts on se-curity concerns in the energy sector.
AFPM/HP: What is the current  state of industrial security  
in the energy sector?

GROVE: According to Homeland Security Secretary Kirstjen Nielsen, “We are in crisis mode. A Category 5 hurricane has been forecast.’’ Ms. Nielsen made the statement at a July conference in New York, where she announced plans for a new National Risk Management Center that would help government and the private sec-tor better coordinate efforts to protect critical infrastructure.
In a recent survey conducted by SANS on Industrial Internet of Things (IIoT) security, 60% of re-spondents who are in security roles with energy, utility, oil and gas, and manufacturing organizations said they are not patching their IIoT de-vices and systems. Less than 5% who work in operational technology (OT)—not information technology (IT)—roles said that they were con-fident in their company’s ability to secure these new infrastructures.Clearly, we have security gaps in OT networks, and they must be addressed before a major incident occurs.

AFPM/HP: What are the biggest threats in the energy sector?GROVE: It boils down to a lack of visibility, security and control.Energy, like most industrial sec-tors, is playing catchup when it comes to security. This is primarily because industrial control systems (ICSs) were built before cyberthreats existed, and they were designed to be standalone islands without connection to the out-side world. The problem is only get-ting worse with the adoption of the IIoT, which is spreading the notion of 

connecting everything to everything in plant environments. This new level of interconnectedness is exposing OT infrastructures to risks and vulnerabil-ities that were never envisioned when they were first pressed into service.OT network managers lack even the most rudimentary capabilities that IT managers take for granted: moni-toring network activity for vulnerabil-ities, unexpected activity and chang-es, and indicators of compromise.

The Internet of Vulnerable Things

  See GROVE, page 3CHRIS GROVE, CISSP, NSA-IAM, is Director of Industrial Security at Indegy and has more than 25 yr of experience in cyber security. Previously, he managed large-scale data and application security projects at Imperva for government and defense agencies, law enforcement and the intelligence community. He has presented at Black Hat, RSA, InfoSec and Gartner conferences on cloud security, hacking, cyber defense strategies and more.

FIG. 1. The number of hacker groups targeting the energy sector is soaring,  and some intruders have gained hands-on access to power grid systems and  now have “red button” capabilities that can shut down operations.

2018 edition

October 14–16, 2019  |  Marriott Rivercenter  |  San Antonio, Texas


